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(f) Destruction of non-record Classified
Information. Non-record classified in-
formation such as extra copies and du-
plicates, including shorthand notes,
preliminary drafts, used carbon paper
and other material of similar tem-
porary nature, shall also be destroyed
by burning, mulching, or cross-cut
shredding as soon as it has served its
purpose, but no records of such de-
struction need be maintained.

[55 FR 1644, Jan. 17, 1990; 55 FR 5118, Feb. 13,
1990]

§ 2.37 National Security Decision Di-
rective 197.

National Security Decision Directive
197, Reporting Hostile Contacts and Se-
curity Awareness, provides that United
States Government employees are re-
sponsible for reporting to their des-
ignated security officer:

(a) Any suspected or apparent at-
tempt by persons, regardless of nation-
ality, to obtain unauthorized access to
classified national security informa-
tion, sensitive or proprietary informa-
tion or technology and/or;

(b) Instances in which they feel they
are being targeted for possible exploi-
tation. Contacts with representatives
of designated countries of concern
identified in § 2.43(f) which involve re-
quests for information which are not
ordinarily provided in the course of an
employee’s job, regular or daily activ-
ity, and/or which might possibly lead
to further requests for access to sen-
sitive, proprietary or classified infor-
mation or technology, are to be re-
ported to designated security officers.
Reports of such contacts are to be for-
warded by the designated security offi-
cer to the Departmental Director of Se-
curity for appropriate action and co-
ordination.

Subpart E—Implementation and
Review

§ 2.38 Departmental management.

(a) The Assistant Secretary (Manage-
ment) shall:

(1) Enforce the Order, the Directive
and this regulation, and establish, co-
ordinate and maintain active training,
orientation and inspection programs

for employees concerned with classified
information.

(2) Review suggestions and com-
plaints regarding the administration of
this regulation.

(b) Pursuant to Treasury Directive
71–08, ‘‘Delegation of Authority Con-
cerning Physical Security Programs’’,
the Departmental Director of Security
shall:

(1) Review all bureau implementing
regulations prior to publication and
shall require any regulation to be
changed, if it is not consistent with the
Order, the Directive or this regulation.

(2) Have the authority to conduct on-
site reviews of bureau physical security
programs and information security
programs as they pertain to each
Treasury bureau and to require such
reports, information and assistance as
may be necessary, and

(3) Serve as the principal advisor to
the Assistant Secretary (Management)
with respect to Treasury physical and
information security programs.

§ 2.39 Bureau administration.

Each Treasury bureau and the De-
partmental Offices shall designate, in
writing to the Departmental Director
of Security, an officer or official to di-
rect, coordinate and administer its
physical security and information se-
curity programs which shall include
active oversight to ensure effective im-
plementation of the Order, the Direc-
tive, this regulation. Bureaus and the
Departmental Offices shall revise their
existing implementing regulation on
national security information to en-
sure conformance with this regulation.
Time frames for bureau and Depart-
mental Offices implementation shall be
established by the Departmental Direc-
tor of Security.

§ 2.40 Emergency planning [4.1(b)].

Each Treasury bureau and the De-
partmental Offices shall develop plans
for the protection, removal, or destruc-
tion of classified information in case of
fire, natural disaster, civil disturbance,
or possible enemy action. These plans
shall include the disposition of classi-
fied information located in foreign
countries.
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